Pistos Pharos - Cloud Posture Executive Report

Tenant: Acme Holdings Production M365 (acmeholdings.com)
Platform: M365 | External ID: 72f988bf-86f1-41af-91ab-2d7cd011db47
Posture Score: 63/100 | Passing: 5 | Warning: 2 | Critical: 2

Users Monitored: 142 | MFA Coverage: 97.2% | Global/Super Admins: 6

[PASSING] m365-mfa-101: Require phishing-resistant MFA for all privileged administrator role
[PASSING] m365-mfa-102: Enforce MFA for 100% of active member and guest users

[WARNING] m365-adm-201: Keep standing Global Administrators between 2 and 4 accounts
[PASSING] m365-adm-202: Ensure Global Administrator accounts are cloud-only (not hybrid sync
[CRITICAL] m365-leg-301: Block legacy authentication protocols (IMAP, POP3, SMTP Basic, Activ
[CRITICAL] m365-mail-401: Disable automatic external mail forwarding on outbound spam policies
[PASSING] m365-ext-501: Restrict SharePoint & OneDrive anonymous "Anyone with the link" shar
[ACCEPTED] m365-ext-502: Restrict Entra ID guest user invite permissions and directory visibi
[WARNING] m365-0auth-601: Require administrator consent for third-party OAuth applications req
[PASSING] m365-log-701: Enable Microsoft Purview Unified Audit Log ingestion and mailbox aud



